Privacy notice — Self-Isolation Payment

Who we are?

Shropshire Council is the local government authority for Shropshire. Our address is:
Shropshire Council, Shirehall, Abbey Foregate, Shrewsbury, SY2 6ND. You can
contact our Data Protection Officer on: 01743 252774 or by email at:
information.request@shropshire.gov.uk

About this scheme

On 28t September 2020, the Government passed into law a national Test and Trace
Support scheme. From 12" October, a one-off payment of £500 or access to a
discretionary fund will be available for eligible individuals. More information about
this scheme can be found here.

If you apply, we will need to process your personal data to assess whether you are
eligible to receive financial support, and if so, to provide a payment to you. This
Privacy Notice sets out what personal data we will use, how we will use it, and why
we need to, when an applicant applies for this support.

Data Controller

The Department of Health and Social Care (DHSC) has commissioned NHS Test
and Trace on behalf of the government and is the data controller for the purposes of
providing Test and Trace data to Shropshire Council.

Shropshire Council are the data controller for the purposes of assessing eligibility,
administering and making payments under the Test and Trace Support scheme.

New package to support self-isolation

If you have been told by the NHS to self-isolate, either because you have tested
positive for COVID-19 or you have been in contact with someone who has tested
positive, you may be entitled to some financial support during your self-isolation
period.

What are Self-Isolation Payments?

People who are eligible will receive:

A £500 one-off Test and Trace Support payment or provision from the discretionary
fund to remain at home to help stop the spread of the virus.

How do we collect information from you?

We collect information from you when you visit the Shropshire Council website also
when you contact us in writing, speak to us on the phone, by email or any other type

of electronic communication, or talk to us face to face.

What types of information do we collect from you?
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We collect different categories of information about you, depending on the service
you want from us and/or the reason why we need to process information relating to
you. This could be personal information (for example your name and address), or
other more sensitive data that we would only collect and use in very particular
circumstances that are set out in law.

For the purposes of this specific scheme we will collect and process the following
personal data that you provide to us when completing your application for a self-
isolation support payment, which may include:

Full name;

Full residential address;

Email address;

Mobile telephone number;

Home telephone number;

Proxy applicant details (as above where you may nominate someone else to

complete this application on your behalf);

Employer name and address;

e NHS notification number (the unique reference you will be given by NHS Test
and Trace Service to self-isolate);

o Bank account details;

e Your National Insurance Number;

o Proof of self-employment e.g. recent business bank statement (within the last

two months), most recent set of accounts or evidence of self-assessment

Details of information obtained from third parties?

We will obtain data from the NHS Test and Trace Service to confirm that you have
either tested positive for COVID-19 or you have been in close contact with someone
who has tested positive for COVID-19. As this data is related to your health it is
referred to as ‘special category data’.

You or your nominated representative will also provide us with additional personal
data in relation to your application for a Self-Isolation Payment.

How is your information used?

We will carry out checks with the NHS Test and Trace Service and the Department
for Work and Pensions (DWP), for verification purposes, Her Majesty’s Revenue and
Customs (HMRC), for tax and National Insurance purposes, and potentially with your
employer in validating your application.

Information relating to your application will also be sent to the DHSC to help
understand public health implications, allow us to carry out anti-fraud checks and
determine how well the scheme is performing.

We will not share this data with other organisations or individuals outside of
Shropshire Council for any other purpose.

We will provide information to HMRC in relation to any payments we make because
Self-Isolation Payments are subject to tax and National Insurance contributions. If
you are self-employed, you will need to declare the payment on your self-
assessment tax return.
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Your information will be shared with other Council Services who may make further
contact with you to discuss other practical support and help that may be available to
you
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Lawful basis

Our lawful basis in the processing that we’ll undertake in assessing your eligibility
for, and in making any self-isolation payment to you, is based on a legal obligation.

Where we use personal information to confirm that someone is eligible for a self-
isolation payment, the sections of the law that apply are:

e GDPR Atrticle 6(1)(e) — processing is necessary for the performance of a task
carried out in the public interest or in the exercise of official authority vested in
the controller

e GDPR Atrticle 9(2)(i) — processing is necessary for reasons of public interest in
the area of public health, such as protecting against serious cross-border
threats to health or ensuring high standards of quality and safety of
healthcare;

e Data Protection Act 2018 Schedule 1 Part 1 (2) - health or social care
purposes

Separately, we have special permission from the Secretary of State for Health and
Social Care to use confidential patient information without people’s consent for the
purposes of diagnosing, recognising trends, controlling and preventing, and

monitoring and managing communicable diseases and other risks to public health.

This is known as a ‘section 251’ approval and includes, for example, using your test
results if you test positive for COVID-19 to start the contact-tracing process.

The part of the law that applies here is section 251 of the National Health Service Act
2006 and Regulation 3 of the associated Health Service (Control of Patient
Information) Regulations 2002.

You can find more information on this via the NHS Contact Tracing Privacy Notice
here.

Research and statistics

Anonymised and pseudonymised data may be used for research & statistical
purposes. Any data collected may be used for research and statistical purposes that
are relevant and compatible with the purpose that the data was collected for.

Who has access to your information?
These are the recipients with which your personal data is shared:

e Her Majesty’s Revenue and Customs (HMRC) for tax and National insurance
purposes;

e Your employer for verification checks purposes

e National Fraud Initiative to assist in the detection and prevention of fraud

e Any other disclosure required by law including any other bodies responsible
for detecting or preventing fraud or auditing or administering public funds

e Northgate, who are our software provider and provide hosting services for our
software

e Where applications are from a parent or guardian of a child or young person
who has been told to self-isolate and are required to be at home to provide
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care or supervision for them then the applicants information may be checked
with education and care settings
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We will not sell or rent your information to third parties. We will not share your
information with third parties for marketing purposes.

What are your rights in relation the personal data we process?

Access — you can request copies of any of your personal information that is held by
the Council.

Rectification — you can ask us to correct any incorrect information.

Deletion — you can ask us to delete your personal information. The Council can
refuse to delete information if we have a lawful reason to keep this.

Portability — you can ask us to transfer your personal data to different services or to
you in some circumstances.

Right to object or restrict processing — you have the right to object to how your
data is being used and how it is going to be used in the future.

Right to prevent automatic decisions — you have the right to challenge a decision
that affects you that has been made automatically without human intervention, for
example an online form with an instant decision.

How long will we keep your information for?

We will only keep your personal data for as long as it is needed for the purposes of
the COVID-19 emergency, and for audit and payment purposes.

What security precautions in place to protect the loss, misuse or alteration of
your information?

We are strongly committed to data security and will take reasonable and appropriate
steps to protect your personal information from unauthorised access, loss, misuse,
alteration or corruption. We have put in place physical, electronic, and managerial
procedures to safeguard the information you provide to us. However, we cannot
guarantee the security of any information you transmit to us. We recommend that
you take every precaution to protect your personal information.

Keeping your data up to date

We want to ensure any information we hold is accurate. You can help us by promptly
informing us of any changes to the information we hold about you.

Details of any automated decision processes

N/A

Under 13

If you are accessing online services and are under the age of 13, please get your
parent/guardian's permission beforehand whenever you provide us with personal
information.

Cookies & IP addresses

What are Cookies and why are they used?
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Cookies are small text files which identify your computer to our servers. They are
used to improve the user experience. View what cookies we use and how you can
manage them at https://shropshire.gov.uk/website-information/use-of-cookies/

Complaints

If you would like to make a complaint regarding the use of your personal data you
can contact our Data Protection Officer;

By Post: Information Governance
Shropshire Council,
Shirehall,

Abbey Foregate,
Shrewsbury,
SY2 6ND

By phone: 01743 252774
By email: information.request@shropshire.gov.uk

For independent advice about data protection, privacy and data sharing issues, you
can contact the Information Commissioner's Office (ICO):

By Post: Information Commissioner's Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF

By phone: 0303 123 1113 {local rate) or 01625 545 745 if you prefer to use a
national rate number

Alternatively, visit ico.org.uk or email casework@ico.org.uk
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