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Introduction

In order to comply with GPSoC requirements, local authentication standards have been introduced in this
version.

A message has been added to the main Login screen in order to comply with required standards of

authentication.
Access to this computer/system and any information it contains is limited to authorised users only. Legal action
may be taken against unauthorised use of, or unauthorised access to, this computer/system and/or any
information it contains, including pursuant to the Computer Misuse Act 1990. If you are an authorised user,
by proceeding to access and use this computer/system and/or the information it contains, you are accepting
any terms of use, notices and policies which are contained or referenced within it or which have otherwise been
drawn to your attention as an authorised user.

e We recommended that all users set a password into the system (minimum standards apply)
Passwords must:
1. be a minimum 8 characters in length
2. contain at least one uppercase and one lowercase character
3. contain at least one numeric character
4. not contain all of the user’s first name or surname as entered in their User Name field

e To enable changes to or resetting of passwords, all users will be required to enter email address
details onto the system.

e Note: Windows authentication is no longer supported.
In preparation for the changes in V4, we suggest that the list of current users is modified prior to the V4

upgrade by ‘Deleting’ all users who no longer require a login for BMJ, (Practice Details | Users |
Highlight/select the User and click Delete).

2 Practice Details 2
Accelerators | Wiews | Servers I Profiles | Pl’aCthE Detal’s I Users
Practice I Locations I Clinicians | Shared I Types | Specials I Clinics Users
Users @

Users are both clinicians ar‘%‘lun-:hni:ians who have some level of access to FrontDesk appointments. Remove a/l users Who no Ionger requ[re a Logln for BM_/_
Narme | Consults As | Last Logged In | Password? |
Phlebotomist Mever No . . .
Receptionist Hever Ho Select/highlight the user required
Dr Adrian Smith Dr Adrian Smith 05 Apr 2015 12:22  Yes
Dr Bruce Dickinson D Bruce Dickinson [ever Mo
Dr Clive Burr D Clive Burr
Dr Dave Murray Dr Dave Murray Never Mo
Health Care Assistant 13 Apr 2015 16:57 Mo o
Murse Katie Rlever Mo C/IC/( Delete
Nurse Mary Never Mo
Practice Manager 25 Mar 2015 10:04  Yes
Dr Steve Harris Dr Steve Harris Mever Mo

Click Yes to confirm
I Show l Hew Edit Copy as New Delete Restore,

<P Are pou sure pou want to delete user "Dr Clive Burr™?
_‘__ﬁ

BMJ V4 User Guide - Document Version 1.0 Page 3



Login

User: [Receptionist -/ Logn || Cancel

Password: | Feguest Pazsword Reset

Use ribbon interface

ccess to this computer/systemn and any information it containg iz limited to authorized
uzers anly. Legal action may be taken against unauthorized uze of, or unauthorized
access to, this computer/spstem and/or any information it containg, including pursuant o
the Computer Mizuze Act 1930 1f pow are an authorised user, by proceeding to access
and uze this computer/spstem and/or the information it containg, you are accepting any
terms of uze, notices and palicies which are contained or referenced within it ar which
ave othenwize been drawn bo vour attention az an authonsed uger,

V4.0.0 Copyright Informatica Systems Ltd., 2001-2015

Login

A message has been added to the main Login
screen in order to comply with required standards
of authentication

System Settings — Security

Login - Information

In order to comply with GPSoC requirements, local
authentication standards have been introduced.

We recommend that all users set a password
(minimum standards apply) and to enter an email
address into the system to enable changes or
resetting of passwords.

r )
m System Settings m

| | |
SetuEs Security ‘Cluur Schemes | Active List I Message Templates I Scheduled Messages | Labels | Full Backup I ol [
Security Settings 57

Itis recommended that all security options are selected in order to have optimal security for your system,

Security Management

Force users without a password defined to set one after login
Prevent user login if no password defined

Force users to reset passwords every 90

= days

Disable users if they have not acressed the systemin 90 = days
Disable users after 3 = unsuccessful login attempts
[¥] User inactivity tmeout: 30 2 minutes, User inactivity warning tme: 60 2 seconds

System Settings — Security

NOTE: Windows authentication is no longer supported.

There is a new tab in System Settings | Security where
certain requirements may be set:

RECOMMENDED: Force users without a password
defined to set one after login. This option is not ticked
by default for existing users (ticked by default for new
‘greenfield’ sites)

Prevent user login if no password defined. This option
will remain unavailable to select until all users have a
password defined

Force users to reset passwords every XX days (default 90 days)

Disable users if they have not accessed the system in XX days (default 90 days)

Disable users after X unsuccessful login attempts (default 3 attempts)

User inactivity timeout: XX minutes (default 60 minutes). User inactivity warning time: XX seconds (default 30

seconds)
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Scenario 1) User login with an existing password but no Email address

BM)

User: [Dr Adrian Smith

-] Logn || cancel |

Password: eeeeesese ’ Request Password Reset ]

Use ribbon interface

Access to thiz computer/spstemn and any information it containg iz limited o autharized
uzerz only. Legal action may be taken against unauthorized uze of . or unauthonzed
access to, this computer/spstem and/or any infarmation it containg, including pursuant to
the Computer kizuze Act 1330, |f you are an authorized uzer, by proceeding o access
and use this computer/system and/or the information it contains, you are accepting any
terms of uze, hotices and policies which are contained or referenced within it or which
hawe othenwize been dravn to your attention az an authorized uzer.

V4.0.6 Copyright Informatica Systems Ltd., 2001-2015

Login

Following the upgrade to this version users may log in
with their existing password, but they will be asked to
set a new password if their existing password does not
meet the rules listed below. The users will also need to
enter an Email address at the time of log in.

Select your name from the User: drop down list, enter
your existing Password: & select Login

=E)

-
m Security details for Dr Bruce Dickinson
- - -

A new pazzword must be defined. Pazswords must be at least 8 characters
long and must contain at least one uppercase, one lowercaze and one
numeric character. Pazswords may not contain all or part of your name. vour
new paszword may not be the zame ag any of pour last 3 pazsswords.

Current paszword: eesese

Mew passward: sssssesseee

Confirm pazsword. eessesssses

& valid email address iz required zo that you can be natified of changes
ta pour pazaword,

Email address: bdickinson@nhs.net

Password & Email address

The following window will appear. The user is unable to
close this window, or continue, until a new password
and Email address is entered.

Passwords must:

1. be a minimum 8 characters in length
contain at least one uppercase and one lowercase
character

3. contain at least one numeric character

4. not contain all of the user’s first name or
surname as entered in their User Name field

BMJ Password Change Inbox x

no-reply@informatica-systems.co.uk
to me [=

contact your administrator immediately.

09:55 (27 minutes ago) - -

The password for your BMJ account has been changed. If you did not make this change then please

BMlJ Password Change

An email is automatically
sent to the user to
confirm the password
change

Scenario 2) User login with an existing password and Email address

Login

Following the upgrade to this version users may log in with their existing password, but they will be asked to
set a new password if their existing password does not meet the rules listed below. The users will also need

to enter an Email address at the time of log in.

BMJ V4 User Guide - Document Version 1.0
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2] Security details for Dr Clive Burr = | B [

A news pazsword must be defined. Passwords must be at least 8 characters
lohg and must contain at least one uppercase, one lowercase and one
numenc character, Pagzwords map not contain all or part of vour name. Your
new paszword may not be the same as any of your last 3 passwords.

Current password:
Mew paszwond:

Confirm password:

Password

The following window will appear. The user is unable to
close this window, or continue, until a new password is
entered.

BMJ Password Change Inbox = BMJ Password Change
no-reply@informatica-systems.co.uk 09:55 (27 minutes ago) - v
tome [= An email is automatically sent to
The password for your BMJ account has been changed. If you did not make this change then please the user to confirm the pGSSWOfd
contact your administrator immediately.
change

Scenario 3) User login with ‘Force users without a password defined to set one
after login’ selected (e.g. new ‘Greenfield’ sites)

BM]

User: [Dr Diane Murray <[ Legn || Cancel

Password: Fiequast Password Reset
Use ribbon interface

Access to this computer/syztem and any information it containz iz imited to authorized
uzers only. Legal action may be taken against unauthorized use of, ar unautharized
access ko, this computer/spstem andAor any information it containg, including pursuant to
the Computer bizuse Act 1930, |f you are an authorized uzer, by proceeding to access
and use thiz computer/zpstem and/or the information it containg, you are accepting any
terms of uze, notices and policies which are contained or referenced within it or which
have othenwize been drawn to your attention az an authonized user.

V4.1.0

Copyright Informatica Systems Ltd., 2001-2015

Login

Select your name from the User: drop down list & select
Login

m.Security details need to be updated for Dr Diane Mu...l. = | = _S“’hj
— - - - -

A new paszword must be defined. Passwords must be at least 8 characters
long and must contain at least ohe uppercase, one lowercase and one
nureric character. Passwaords may not contain all ar part of waur name.

Current password:

Mew password: sesssssesse

Canfirn pazsword. eessssssss

A walid email address is required so that you can be notified of changes
to your pasaword.

Email address: dmurray @nhs.net|

Password & Email address

The following window will appear. The user is unable to
close this window, or continue, until a password and
Email address is entered.

BMJ V4 User Guide - Document Version 1.0
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BMJ Password Change Inbox x

no-reply@informatica-systems.co.uk 09:55 (27 minutes ago)
to me |-

The password for your BMJ account has been changed. If you did not make this change then please

contact your administrator immediately.

BMlJ Password Change

An email is automatically sent to
the user to confirm the password

Incorrect Password Attempts

change

o [

Incorrect password. You have 2 attempts remaining before this account is disabled.

Error - Incorrect Password

When a user logs into BMJ, if an incorrect password is
entered an Error message will appear, ‘Incorrect
password. You have 2 attempts remaining before
this account is disabled.’

Incorrect password. You have one attempt remaining before this account is disabled.

Error - Incorrect Password

If an incorrect password is entered again an
Error message will appear, ‘Incorrect
password. You have one attempt remaining
before this account is disabled.’

( Error &r

Incorrect password. This account has now been disabled. Please contact your administrator.

Error - Incorrect Password

If an incorrect password is entered an Error
message will appear, ‘Incorrect password.
This account has now been disabled. Please
contact your administrator.’

Please note: An ‘administrator’ is a user who has security access for Practice Details & System Options (see page 14

— Administrator Security)

BMJ V4 User Guide - Document Version 1.0
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User Disabled

é Practice Details M‘

| Practice I Contacts Locations | Clinicians | Shared | Types | Reasons I Specials ‘

| Clinics | Resources ‘ Users | Accelerators | Views | Servers | Profiles | Languages ‘ User DISGbIEd

Users ﬁ

Users are both dinidians and non-clinidans who have some level of access to FrontDesk appointments,

The User is DISABLED. An administrator can ‘Restore’ the

Name Consults As Last Logged In Email Address L. . R
Mdute Muife Never user from within Practice Details | Users
Phlebotomist Phlebotomist Never
Receptionist Never
| Dr Adrian Smith (DISABLED) Dr Adrian Smith 08 Apr 2015 13:17  sturner @bmj.
Dr Bruce Dickinson Dr Barry Dickinson Never E . . . .
or Clare st or care bt eve The DISABLED user will not appear until the ‘Show all’ tick is
Dr Debbie Murray Dr Debbie Murray 01 Apr 2015 11:25 .
HCA Diane HCA Diane Never a pp/ ied.
Locum Doctor Locum Dector Never
" Nurse Helen hurse Helen Never b
Nurse Sandra Nurse Sandra 01 Apr 2015 11:26
Practice Manager 08 Apr 2015 13:18  sturner@bmj. = . .
o Highlight the DISABLED user and select ‘Restore’.

| 3
[ Mew ] [ Edit ] [gopy as New] Disable ] Reset Password
Show all ] Synch Users

The following ‘Confirm’ window will appear, click Yes

NOTE: See Page 4 System Settings — Security to change the
i [—c— defaults for Disabled users.

Reset Password

&) Practice Details )

| Practice I Contacts Locations | Clinicians | Shared | Types | Reasons I Spedals ‘

| Clinics | Resources ‘ Users | Accelerators | Views | Servers | Profiles | Languages ‘ Reset PdSSWOI’d

Users €3
Users are both dinidans and non-dinidans who have some level of access to FrontDesk appointments. . .
Go to Practice Details and select the Users tab
Mame Consults As Last Logged In Email Address il
Midwife Midwife Never
Phlebotomist Phlebotomist Never
Receptionist Never y? 7 .
Dr Adrian Smith Dr Adrian Smith 08 Apr 2015 13:17  sturner@bmj.com SeIECt the ShOW aII Optlon
Dr Bruce Dickinson  Dr Barry Dickinson Never
Dr Claire Burr Dr Claire Burr Never E
Dr Debbie Murray Dr Debbie Murray 01Apr 2015 11:25
HCA Diane HCA Diane Never . .
loamDckr | toamBocir ever Highlight the user and select Reset Password
il Murse Helen Nurse Helen Never
Murse Sandra Nurse Sandra 01Apr 2015 11:26
Practice Manager 08 Apr 2015 13:18 sturner @bmj.com
Dr Steve Harris Dr Steve Harris Never
I Mew ] [ Edit. ] Igupy as NEW] [ Disable ] Restore [ Reset Password ]

f Confirm [ﬂ

Are you sure you want to request a password reset for Dr Adrian Smith? BMJ Password Reset
The new password will be sent to the email address specified for this user.
ves || MNo The ‘Confirm’ window will appear, click Yes,

followed by the Information window.

r
Information M

A user password reset has been requested and will be sent to the specified email address.

The user will receive an email containing a new
password e.qg. )D3PNaAO
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tome (=

email address.

A password reset has been issued at 13:30 on 08/04/2015 for your BMJ account associated with this

Youlnew password is )D3PNaAO. If Jou did not request this password reset then please contact your
ad . change this password the next time you log into BMJ.

BMJ Password Reset Inbox &
no-reply@informatica-systems.co.uk 13230 (20 minutes ago) - - BM'I Password Reset

An email is automatically sent to the
user to confirm the Password change

BM]

[or Adrian Smith

User: v][ Login J’ Cancel ]

Fequest Password Reset

Access to this computer/systern and any information it containg is limited to authorized
uzers only. Legal action may be taken against unauthorized use of, or unauthorized
acocess bo, this computerd spstem and/or any information it contains, including pursuant to
the Computer Mizuze Act 1990, |f you are an authorised uzer, by proceeding to access
and use this computer/system and/or the information it contains, you are accepting any
terms of use, notices and policies which are contained or referenced within it or which
have otherwize been drawn to your attention as an authorised user.

Password: eeeesese|

Use ribbon interface

V4.0.0

Copyright Informatica Systems Ltd., 2001-2015

m Security details need to be updated for Dr Adrian 5.. |_= ] | S

A new pazzword must be defined. Passwords must be at least 8 characters
long and must contain at least one uppercase, one lowerncase and one
numenic character. Passwords may not contain all or part of your name.

Current pazsword:

MHew password:

Confirm password:

|

BMJ Password Reset

Enter the Current password sent in the email e.g.
)D3PNaAO

The user will need to enter a New password and
Confirm password.

BMJ Password Reset

This new password is entered when the user logs in. They
will be prompted to update their Security Details with a
‘New’ password.

This password has been used previously and may not be reused.

ot ]

Error

This message will appear if the user attempts to use a
password that has previously been used.

r—

Inbox  x

BMJ Password Change ]

no-reply@informatica-systems.co.uk
tome [~

The password for your BMJ account has been changed. If you did not make this change then please

contact your administrator immediately.

12:01 {2 hours ago)

BMJ Password Change

An email is automatically sent to the

user to confirm the Password change

BMJ V4 User Guide - Document Version 1.0
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Request Password Reset from the BMJ Login window

BM)

[Midw'rfe

User: v” Login ][ Cancel l

Password: ’ Reguest Password Feset ]

Use ribbon interface

Access to this computer/spstern and any information it containg iz limited to authorised
uzerz only. Legal action may be taken against unauthorized uze of, or unauthonized
access to, thiz computersystem anddor any information it containg, including purzuant o
the Computer Mizuze Act 1390, |f pou are an authorized user, by proceeding bo access
and usge thiz computer/seztem and/or the information ik containg, vou are accepting any
terms of uze, notices and policies which are contained or referenced within it or which
have othenwize been drawn bo your attention as an authonzsed user.

V4.0.0

Copyright Informatica Systems Ltd., 2001-2015

Request Password Reset

Users may change their own passwords.

From the BMJ Login window, select Request
Password Reset

Adding/Editing a User

The Confirm window appears, select Yes.

The Information window appears, select OK.

Areyou sure you want to request a password reset for Midwife?
The new password will be sent to the email address specified for this user.

e |

Adding/Editing a User

The user is sent an email containing a

tome [=

A password reset has been issued at 14:17 on 08/04/2015 for your BiMJ account associated with this
email address.

new password is 2UsGmKEE. Jfif you did not request this password reset then please contact your
- 'to change this password the next time you log into BM.J.

Yo
ad

[ Yes ] [ MNo
L
BMJ Password Reset Inbox % e
no-reply@informatica-systems.co.uk 14:17 (2 minutes ago) - -

password. They will need this
password the first time they login.

Adding/Editing a User

Pg

€ User Details - Phlebotomist 2l

es | Alerts I Prompts | Categorisation | Application Shortcuts I Tools | User Interface |
User ‘ Clinician | Printers | Login | Options | Display I Security | Accelerators | Yiews |

Adding/Editing a User

User Details €

Name: Phlebatomist

Initials: PH

tem Setting

After Adding or Editing a User the
following Error window will appear.

Settings

c@:

Do you wish to enter these now?

This user will not be able to log into the system until a valid email address has been specified, and a password generated.

The administrator is prompted to
specify an email address and generate
a password.

BMJ V4 User Guide - Document Version 1.0
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€ User Details - Phlebotomist [

| Messages I Alerts | Prompts I Categorisation I Application Shortcuts I Tools I User Interface |
| User I Clinician I Printers | Login | Options I Display I Security I Accelerators I Views |

Adding/Editing a User

Login If Yes is selected, the administrator can click on
Date of last login: Tuesday 14 July 2015 13:00:19 the Login tab.
Email address: phleb@nhs.net|
MOTE: An email address must be specified before a password
can be reset as the naw password is emailed to the user. Enter an Email address and select Reset
Change Password ’ Reset Password ] ’ QOverride Password ] Password

Select a practice profile to assodate this user with,
Only audits for this profile will be displayed.

Practice profile: [(Not selected) - ]
Start date: 16y 2015 [E1hd
End date: [E1s  auy 2015 B~

Request Password Reset

The ‘Confirm’ window will appear prompting the

user ‘Are you sure you want to request a password

reset?’
Confirm S—— l&]
Are you sure you want to request a password reset for Phlebotomist?
The new password will be sent to the email address specified for this user.
[ Yes J ’ No
B Request Password Reset

-
Information — lﬂ

A user password reset has been requested and will be sent to the specifed email address.

If they select ‘Yes” an email will be sent to the email
address specified for this user containing the new

password.

BMJ Password Reset Inbox  x =
no-reply@informatica-systems.co.uk 16:19 (5 minutes ago) - s
fo me [+

A password reset has been issued at 16:19 on 08/04/2015 for your BMJ account associated with this
email address.

Yougnew password is XU37AgmK. §f you did not request this password reset then please contact your
ad By to change this password the next time you log into BMJ.

New User — or User not Logged into BMJ prior to the V4 upgrade

Your account has not yet been configured to allow you to login, Please contact your administrator,

Account not yet configured

If a user has not yet logged into BMJ
prior to the V4 upgrade this Error
message will appear when they try to
login.

The administrator will need to edit the
user details (see above Adding/Editing
a User).

BMJ V4 User Guide - Document Version 1.0 Page 11



LOCKED User

BM)

Cancel

hd ] Login

User: [secretand (LOCKED)
Phlab otors—

LrECEV O HI Secretary (LOCKED
Admin Staff

Dr Adrian Smith
Access to this oo br Er_uce Dickinson
users only. Lega Dr Clive E’U"
access o, this o D7 Debbie Murray
the Computer ki HCA Penny
and use this com Nurse Helen
terms of uze, noti Murse Mary
hawe othenwize £ Practice Manager

Request Pazzword Reset

ntaing is limited to authorized
ed use of, or unauthorized
containz, including pursuant to
user, by proceeding to access
nkains, you are accepting any
referenced within it or which
rized ugzer.

V4.0.99

Copyright Informatica Systems Ltd., 2001-2015

LOCKED User

We have introduced the concept of a ‘LOCKED’
user. Locked users will still be ‘disabled’, but will
also be displayed as ‘LOCKED’. In this example the
User entered their password incorrectly 3 times,
therefore the account became (LOCKED).

Warning

administrator,

A

The account of the last user (Secretary] to log in on this pc is LOCKED. If this is your account please contact your

LOCKED User

The following warning
appears when the User

¥

attempts to log into BMJ

(9|

| Practice I Contacts I Locations I Clinicians I Shared | Types I Reasons I Spedals I Clinics |
| Resources | Users | Accelerators I Views I Servers | Profiles I Languages I Opening Hours |

Users ﬁ

Users are both dinicdans and non-dinicians who have some level of access to FrontDesk appointments.

&) Practice Details

Mame Consults As Last Logged In Password  Email Address
EDOTOMIS Phlebotomist Mever Mo
| (3 Secretary (LOCKED) 13 Jul 2015 11:26  Yes sturner @bmj
PETERSEES 07 Jul 2015 10:13  Yes sturner @bmj
Dr Adrian Smith Dr Adrian Smith 09 Jul 2015 13:50  Yes asmith@nhs. |
Dr Bruce Dickinson Dr Bruce Dickinson MNever Mo
Dr Clive Burr Dr Clive Burr Mever Mo churr @nhs.ni
Dir Nehhis Mureay [ Diehhis Mirra Neyer Ny

& Practice Details

(2

| Practice I Contacts I Locations I Clinicians I Shared I Types I Reasons I Specdials I Clinics ‘
| Resources | Users | Accelerators I Views I Servers I Profiles I Languages I Opening Hours ‘
Users ﬁ
Users are both dinicans and non-dinicians who have some level of access to FrontDesk appointments.
MName Consults As Last Logged In Password  Email Address
Phlebotomist Phlebotomist MNever Mo
| (3] Secretary (LOCKED) 13 Jul 2015 11:26  Yes sturner@bmj
Admin Staff 07 Jul 2015 10:13  Yes sturner@bmj
Dr Adrian Smith Dr Adrian Smith 09 Jul 2015 13:50  Yes asmith@nhs. |
Dr Bruce Dickinson Dr Bruce Dickinson MNever Mo
Dr Clive Burr Dr Clive Burr Never Mo churr@nhs.ni
Dr Debbie Murray Dr Debbie Murray Mever Mo
HCA Penny HCA Penny 13 May 2015 14...  Yes penny@nhs.r
Murse Helen Murse Helen MNever Mo
il Murse Mary Murse Mary 13 Jun 2015 10:4  Yes mary @nhs.ng
Practice Manager 13 Jul 2015 11:28  Yes pmanager @n
< [T ] G
[ Mew ] [ Edit ] [gopy as New] [ Disable Restore ] Reset Password ]
[ show all Synch Lisers

LOCKED User

The Administrator will need to access Practice
Details | Users to ‘Restore’ the User

==

Confirm

p—
@ Are you sure you want to restore user "Secretary”?

k. 4

BMJ V4 User Guide - Document Version 1.0
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£ User Details - Secretary @Iﬂ

e romp’ a orisauon Icauon ar ools SEr rTace
Alerts Prompts | Categorisati Application Shorteuts Tool User Interfa

User | Printers | Login | COptions | Display | Security | Accelerators | Views | Messages

Login

Date of last login: onday 13 July 2015 11:26:08
Email address: sturner @bmj.com

NOTE: An email address must be specified before a password
can be reset as the the user.

Change Password ’ Reset Password ] Owerride Password

f Confirm ﬂ‘

i~

Are you sure you want to request a password reset for Secretary?
WY The new password will be sent to the email address specified for this user.

Reset Password

The Administrator can ‘Reset
Password’

OR

£ User Details - Secretary @Iﬂ

e romp’ a orisauon Icauon ar ools SEr rTace
Alerts Prompts | Categorisati Application Shorteuts Tool User Interfa

User | Printers | Login | COptions | Display | Security | Accelerators | Views | Messages

Login

Date of last login: onday 13 July 2015 11:26:08
Email address: sturner @bmj.com

NOTE: An email address must be specified before a password
can be reset as the new password is emailed tg

Change Password ’ Reset Password ] Owerride Password]

Override Password

The Administrator can ‘Override Password’

F B
m Security details for Secretary E@g

Passwords must be at least 8 characters long and must contain at least one
uppercase, one lowercase and one numernc character. Passwords may not
cantain all or part of the user's name.

Mew password: |

Confirm password:

ok ] ’ Cancel

BMJ V4 User Guide - Document Version 1.0

Page 13



Administrator — Security

.
€ User Details - Practice Manager

2 [ |

| Alerts I Prompts | Categorisation I

[T
| User I Printers | Login I Options I Displt Security | A':e\eratnrs I Views I Messages |

they restart the program.

o LT

Practice Details

System Options

—
rap-

Home Visits

Book Maintenance
Book Comments
Template Editor
Rotas

Patient Card File

Place a tick next to the modules to which this user has access. Changes will only be applied the next time

I Tools I User Interface |

Security @

Reports System Messages
Utilities Year Planner Events
LED Display Contral [7] Reminders Management
Audit Trail Recall Manager
GMS5 Status Restricted Patient Records
GMS Patients & Possibles Mominated User
User Detalls Resource Override
Risk Factors
Submission Manager
Select Al ] [ Select None ] [ Unlock ]

(]

User Details - Phlebatomist

(L2

Messages I Alerts I Prompts I Categorisation I Application

Shortouts

User I Clinician I Printers I Login | Options I Display | Security

Tools User Interface

they restart the program.
Security Options

Place a tick next to the modules to which this user has access. Changes will only be applied the next time

Security @

Health Checks
Safety+
Macmillan

CKD Audit

News (3)
Settings <
Support

About

0w Change Logged In User

?‘ Evacuation Listing

Q} Panic Button

|:| Practice Details |:| Reports |:| System Messages
[ system Options [P utiities [ Year Planner Events
|| Appaintment Book [ LED Digplay Contral [ Reminders Management
Home Visits [ Audit Trail || Recall Manager
[ Book Maintenance GMS Status [ Restricted Patient Records
BMJ V4.0, nformatica Clinical
B“J Tools
FrontDesk Setti ngs
Contract+ -
BMJ -

5
_,ff Registration

User

System

IL@ Request Database Synch

{:C:{? Perform Analysis

Audit

A
;\ Run the Audit Designer

i Agreement

3
_,./é Update Lic

L Configure 1|
5 System

] Import Usq

BMJ V4 User Guide - Document Version 1.0

Administrator - Security

Users with Practice Details and System Options
Security can request password reset for any user,
otherwise users may only change their own
passwordes.

This tab shows which areas of BMJ an individual
user has access to. The administrator will normally
define the security settings for the individual user.
In order to restrict a user's Security options it is
necessary to restrict access to Practice Details
otherwise the user will be able to change the
security settings. The security options will be
visible, but greyed out, so the user can see what
restrictions are in place but cannot change them.

To set security levels - with the user logged out of
BMJ - go to Practice Details and click on the Users
tab. Highlight the user's name and double click or
click on Edit. Click on the Security tab.

Untick the modules to which the user is not to have
access. Click on OK to save the changes. When the
user logs back in, they will only have access to the
modules which were ticked in the list.

Security

For some modules if access is not granted the
icon will appear 'greyed out' for other modules
it will not appear at all.
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System Settings - Security

m System Settings &&l‘

Settings | Security |Colour Schemes | Active List I Message Templates | Scheduled Messages | Labels | Full Backup | Al

Security Settings 77
Itis recommended that all security options are selected in order to have optimal security for your system.
Security Management

[T Force users without & password defined to set one after login

Prevent user login if no password defined

Force users to reset passwords every 90 5 days

Disable users if they have not accessed the systemin 90 < days
Disable users after 3 = unsuccessful login attempts
User inactivity imeout: 30 : minutes, User inactivity warning time: 60 : seconds ]

Inactivity detected. Your screen will be locked in 22[s]

Cancel

BMJ

User: [Practice Manager

- [ Legn || Cancel |

Password: | ’ Request Password Reset ]

Use ribbon interface

Accesz to thiz computer/systemn and any information it containg iz limited to authonzed
uzerz only. Legal action may be taken against unauthorized uze of, or unauthorized
access b, thiz compuberdsystem and/or any information it containg, including pursuant to
the Computer Mizuze Act 1990, 1f vou are an authorized uzer, by proceeding to access
and uze thiz computer/seztem and/or the information it containzs, pou are accepting any
termz of uze, notices and policies which are contained or referenced within it or which
have othenwize been drawn to pour attention az an authonzed uzer.

V4.0.6 Copyright Informatics Systems Ltd., 2001-2015

System Settings — Security

Two new System Settings have been added into the
Security window:

- User inactivity timeout (default: 30 minutes)
- User inactivity warning time (default: 60 seconds)

If there is no activity on the PC (within the windows
system) for the period of time defined a ‘popup’
message will be displayed 'Inactivity detected. Your
screen will be locked in xxx(s)’. The warning will be
displayed for the number of seconds defined (default
60) with a countdown display in the box.

If a user clicks 'Cancel' in the popup message during the
countdown period they will return to the application
and be able to continue with any activity they had
started (e.g. booking an appointment).

If they do not click ‘Cancel’ during the countdown
period the screen will be locked and the User will need
to re-enter their Password. They will return to the
application and be able to continue with any activity
they had started.

Alternatively if another user wishes to log in they will
need to close the application by clicking on the 'Close’
button.

[ Confirm ﬁ1

Are you sure you want to exit the application?
Any unsaved work will be lost,

e [

User Inactivity

A warning message will be displayed 'Are you sure you want
to exit the application? Any unsaved work will be lost'. If
the user clicks 'Yes' BMJ will close.

NOTE: Any incomplete activity, such as booking an
appointment or running a report will not be saved.

BMJ V4 User Guide - Document Version 1.0
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User Details — Restrict the period of user activity

r M
¥ User Details - Practice Manager M

| Alerts I Prompts | Categorisation I Application Shortcuts I Tools | User Interface ‘
| User | Printers | Login ‘ Options | Display | Security | Accelerators I Views | Messages ‘

Login

Date of last login: 'ednesday 8 July 2015 14:12:20 on BM1-LT15822|
Email address: pmanager @nhs.net

MOTE: An email address must be specified before a password
can be reset as the new password is emailed to the user,

[Change Password ] I Reset Password ] [Dverrlde Password]

Select a practice profile to assodate this user with,
Only audits for this profile will be displayed.

User Details | Restrict the period of user activity

This option has been added to User Details | Login to
restrict the period of user activity, to accommodate long
term leave (such as maternity leave), multiple short term
contracts (such as summer administrative staff) or
locums.

To enable this restriction select a Start date and End
date. If the option is enabled, users will be marked (NOT
ACTIVE) outside of these dates and they will only be
visible on the user list when 'Show All' is enabled. They
will not be able to log on to the system (they will not
appear in the dropdown list). For permanent users this
option need not be enabled.

Practice profile: [(Nnt selected) V]
||
Start date: Ol s oy 2015 [EN
End date: O] 8 oy 2015 @
-
Eror [=5c

[Q] Do you wish to enter these now?

This user will not be able ta log into the system until a valid email address has been specified, and a password generated.

TaCULe marager
i | r sally Harris (NOT ACTIVE) Dr Sally Harris

Clinician Details — Grade & Languages

@ Clinician Details M
Clinician |Languages IOpﬁons | Call & Check-In | Templates |Appcinn'nems | Groups IResmch‘ans
Clinician Details ¢
Clinician Details
Mame: Dr Barry Dickinson
Initials: ED
Clinician type: [Doctur ']
Clinician type for WAT analysis: [Gp v]
= Y y
Grade:
@ Clinician Details M

| Chmcianl Languages hpticns I Call &Chad(—lnl Templates I.&Dpoinh'nams I Groups IResh’ichoﬂsl
—

Languages Q
Languages

Defines which languages are spoken by the dinician. This information can be used to find the
most appropriate dinician for a patient.

Code Language
I:‘ HG Hungarian

BMJ V4 User Guide - Document Version 1.0

Clinician Details - Grade

Grade can be added to the Clinician Details. This is an
optional free text field.

These details may be used to find an appropriate
appointment by use of ‘Filter’ and/or ‘Accelerators’ in the
appointment book.

Clinician Details - Languages

Languages spoken by each clinician may also be added to
the Clinician Details, these are user defined and each
language will only need to be added once.

These details may be used to find an appropriate
appointment by use of ‘Filter’ and/or ‘Accelerators’ in the
appointment book.
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Practice Details — Locations & Contacts

- ™
B Location Details M
Location | Contacts | Computers

Location @

A location describes a place at which consultations can occur, These normally
include the main practice location and all branches. A location is an additional
attribute that can be added to appointments.

Name:

Code: BS
Mext call number to alocate: 0

Mame to show on web page:  Branch

Registered surgery name: -

Address:

Postcode: i

(2 practice Details (2 [ |
e Tre— o e s e oo e | Practice Details | Practice
Practice ‘ Contacts | Locations I Clinicians | Shared | Types | Reasons | Specials ‘
Practice
- The o0 Surgery Additional information may now be stored in Practice
MName for legal purposes: ] Detai/S.'
T y
London
Name for legal purposes
Postcode: NN1SAA
| Telephone number: 020 7845 2323
Eacsimie number: ODS Code
Email address: name @thesurgery.nhs.uk
ODS Code:
|
= e
Practice Details | Location Details
o /

Additional information may now be stored in Location
Details:

Address & Postcode

Location Details | Contacts

Multiple telephone numbers can be entered & defined
via the Contacts tab associated with the Location

Multiple email addresses can be entered & defined via
the Contacts tab associated with the Location

<
B Location Details M

F ™
2 Practice Details M

Contacts

‘fou can define a number of telephone numbers and e-mail adresses for this

location.
MName Details
EBKeith Smith 0208 445684
EpPaul Jones pauljones@nhs.net

[ MNew ][ Edit H Delete ] fl

Clinics Users I Accelerators I Views I Servers | Profiles I Languages |

Contacts I Locations I Clinicians | Shared I Types I Reasons I Specials |

Contacts
‘fou can define a number of additional teleehone numbers and e-mail adresses for the practice.
MName Location Details
¥ Locum GP Smith  Branch Surgery 0208 456 3456
=Locum Nurse Jones Branch Surgery locumjones @nhs.uk
ERKeith Smith Main Surgery 0208 445634
EPaul Jones Main Surgery pauljones @nhs.net

i E[ New H Edit ][ Delete
Cancel

BMJ V4 User Guide - Document Version 1.0
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BMJ ICON

BMJ Icon
O Spw) B
{9} m Vi & The new client system tray icon in V4 will be known as
- the BMJ icon and the icon will be the [JNFWlits BMJ
& % @ logo.
Customize...

Indicator of number of outstanding System Messages & Clinical Events

Management

q Audit Trai

& Patient Messages

m System Mdssages (19/0)

g Clinical Evejts (34)

System Messages & Clinical Events

The number of outstanding System Messages and
Clinical Events are shown in brackets on the main menu.

Instant Message — Display patient’s mobile number

-
() Send Instant Message Wizard - Enter Message @M

To: Receptionist

KT18 700G

Enter your message text here.

Re: 200004 Mrs Alicia Bradford

Mobile: 07748 335048

. age 41

|| Flag this message as urgent [ &dd test to patient notes

[ Delay message send until

134300 2 on: |19 February 2015

Send Instant Message Wizard

When sending an Instant Message about a patient
the Mobile number will now show in the details (in
addition to the address and home telephone
number)

Reports - Protective labelling of Information

P Print Preview - Attendance Analysis
R

L s 0" 9

eport  View Configure

of information

S4B | @ 8 @l Tre-Eai| Ea
Attendance Analysis RE[.)DI’t MHS Confidential: Persond Data about a patient
Parameters
Daterange Thursday 9 October 2014 - Thursday 9 April 2015
Cliniciars Al
Statuses Al
Appointment types Al

Clinics
Specids
Locations
Reasors

Resources
doblon

A generic label has been added
to all reports that may contain
patient identifiable data in line

BMJ V4 User Guide - Document Version 1.0

with NHS requirements.

Reports — Protective labelling
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Allow Users data sync before Agreements are actioned

-
a Practice Details

[ % s

| Practice | Contacts | Locations I Clinicians | Shared | Types | Reasons | Specials |

Clinics I Resources ‘ Users ‘ Accelerators | Views I Servers I Profies | Languages

Users are both dinicians and non-dinicians who have some level of access to FrontDesk appointments.

Users ﬁ

Nurse Sandra Nurse Sandra
Practice Manager

Dr Steve Harris

01 Apr 2015 11:26
10 Apr 2015 14:01
Dr Steve Harris Never

Name Consults As LastLogged In Email Address ol
| Midwife Midwife 08 Apr 2015 14:18  midwife @nhs.net |

Phlebotomist Phlebotomist 08 Apr 2015 16:50  phlebotomist@nhs....

Receptionist Never

Dr Adrian Smith Dr Adrian Smith 08 Apr 2015 13:54  drsmith@nhs.net

Dr Bruce Dickinson  Dr Barry Dickinson Mever

Dr Claire Burr Dr Claire Burr Never E

Dr Debbie Murray Dr Debbie Murray 01 Apr 2015 11:25

HCA Diane HCA Diane Never

Locum Doctor Locum Doctor Never

Nurse Helen Nurse Helen Never

sturner @bmyj.com

[ mew |[ et | [copyashen| [ Disable

[T show all

Restore

Synch Users “

oK Cancel

Practice Details - Users

A new/fresh installation cannot accept agreements
(Note: ‘Default’ user is not allowed to be a nominated
user).

A new 'Sync Users' function has been added to
Practice Details.

This will extract users from the clinical system so that
users can be set to Nominated User status and accept
the agreements.

Contract+ - Additional Recall Tranche Filters

5] Recall Tranche Details

(2l

| Details | categories | Indicators | Additional Filters | Medium |
.
Recall Tranche Filters @

Birth month: [¥] January ] May [ September

[ | February ] June ] october

(] March [ July [] Movember

[ April [ August [ December
Surname range from: *  tor A
Housebound status: [th housebound v ]

Dr Barry Dickinson
Dr Claire Burr

Dr Steve Harris
Dr Debbie Murray
Dr Adrian Smith
Locum Doctor
Murse Helen
Murse Sandra
HCA Diane
Phlebotomist

a _ to:
Preferred GP: | ‘None '

Refresh option for Contract Possibles

Contract Possibles Tools

Cle& 2 & & 8 =

Refresh Cue Details Motes Check Exclude Add Contract Contract
Card Diagnesis Possibles Possibles
Patients ‘ Record | Export ‘ Print ‘

Contract Possibles - Diabetes Mellitus (35 patients)

| cio | vF |swoke | Bp | OM | coep | Epi |Thyroid|cancer| PC | MH | asth | Dem

Date of Birth
19 Aug 1966 BD

First Name Last Name
Mathew Ali

Preferred GP Practice Number Diagnod

3290005 12 Jun 4

Recall Tranche Details | Additional Filters

There is a new option to select Preferred GP when
setting up recall tranches. This can be found at Settings|
Contract+ Settings| Recalls| Recall Tranche Details
|Additional Filters)

Refresh

A Refresh button has been added to the Contract
Possibles screen.

BMJ V4 User Guide - Document Version 1.0
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Contract+ - Enable prompts for some retired QOF indicators

<
% Contract+ Settings X

—
| Profiles I Opﬁbs | Prompts |I|I:Iimtcrs I Prevalences I Possibles I Reminders | Rea\ls|
—)

Prompts
Options
Reference date: 43016 »  Friday 1 April 2015

Hba1c threshold for DM26/27/28 (%%): 50

[ po not display prompt if opportunity for action has passed (CHD 13, CANCER3, STR13, COPD12/15, DEP6/7, HF2, DEM4, AF4)
|| Display appropriate prompts even if patient would normally be exduded for recent diagnosis or registration

[ Use reference date rather than “today” when evaluating medicationrelated criteria e.g. ACE within & months

|7 Do not display 3rd question on depression screening questionnaire

|| Do not display information about 3rd question on depression screening questionnaire (useful for self-completion)

[ Shaw prompt to collect smoking status for Smoking 7 when patient is aged 14

[~] show prompts for 15-month checks in Jan, Feb & Mar if in numerator for this year but not next year

[ Advise about flu jabs in upcoming season

Do oo N ] T 1 TSRS T SRR R WA L

| Display dinically appropriate prompts and status that have been retired from QOF having appeared in previous years

L

(=] ]

#.] Prompts - Misar Birdi

I% 5 | T Status (1) | B 3

BP reading required {never recorded)

Enable prompts

The option to support retired QOF
indicators has been enabled again.

Go to Contract+ Settings | Prompts
tab.

Check the option ‘Display clinically
appropriate prompts and status that
have been retired from QOF having
appeared in previous years’.

The current list of indicators is:
chd003, stia004, stia005, dm004,
dm005, dm006, dm009, thy001,
thy002, cvdpp002, pad003, 1d002,
copd004

Smoking status required

ACE & aspirin/dopidogrel fwarfarin & BB & statin
medication reguired

Aspirin or anti-platelet or anti-coagulant medication

B Cholesterol reading required {optional

1, This indicator is withdrawn from QOF and
completion is optional (CHDOO3)

The Indicator is withdrawn

required Prompts will be shown with a yellow
warning triangle and the text 'This
indicator is withdrawn from QOF

I and completion is optional'.

» Mo cholesterol reading recorded in notes

» Total cholesteral reading must be within 12 months
of reference date

Indicators
Coding
Exceptions

L.

Prevalence figures to show on Contract Status screen (hint/tooltip)

lepted  Actual % Target % Paints Value Remaining
106.00/62/£10,460/ £99,216 520.00/ £88,755
0.605% g 634/£9,826 58.00/£9,193

Prevalence Figures

A tooltip will be shown when holding the cursor

0.000% W - * ‘10 RE4,596 25.00/ £4,596
Prevalence:

0.672% .7 yalye £11471 760 7/£3,487 20.00/£3,170

0.756% 3 Remaining 58.00/£1,646 1/£4,121 20.00/£3,170

0.303% 50 B04a0 951/£14,106 83.00/£13,155

BMJ V4 User Guide - Document Version 1.0

over the prevalence figures on the Contract
Status screen showing the prevalence adjusted
figures.
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Extra column in the Contract Patients AF tab

BH] Contract Patients Tools

-_— k- = Iy Iy T,
O BB &EE =
Profile | Today -
Display Cue Details  Notes Check Email Data Send Indicator Register Data Selected

Targets Card Data Report Report  Report Report

Selection | Filter | Patient | Message | Export | Print

Contract Patients - Atrial Fibrillation (32 patients)

| cio | v [stoke | Bp | om [coep | Epi [thyroid[cancer| pc | mH | Asth | pem | pep | oo | 4F  obesity| 10 [smok | cs | e [ sH [osteo | PAD [ RA | Rec

First Name Last Name Date of Birth Preferred GP Practice Number Calc.CHADS2 ~ Rec.CHADSZ  Target CHADS2 CHADS2=2+
7 Evli Appleyard 13 Aug 1967 AS 2060009 -
i Melsadia Battle 2 War 1959 SH 2060002 0 00

Contract Patients AF Tab

An extra column has been added to the Contract Patients AF tab called ‘Rec. CHADS2’. This column shows the
latest recorded CHADSZ2 score in the patient records.

Health Checks - display heart age figure on Visulisations tab

gLt R

A000000000000000000 Heart Age
S000000000

The actual figure for Heart Age is now displayed on the
Health Checks | Visulisations tab.

Latest  Relative  Target Patiert Age  Heart Ags
17% 17% 17%

Introduce Range Checks for Health Checks Templates

Height Physical Activity

Enter a value Enter a value Range Checks

‘Weight -

Enterl @ Blood Pressure (mmHg)

=]  Outof date recorded on 30/12/1899 Range checks have been introduced for some entries in the
BAI Out of range: The . .
Entern systolic pressure is expected to be between 30 and 300, and Health Checks temp/Gtes to prevent accidental entry Of Wlld/y
— the diastolic is expected te be within 20 and 300 .

Hiood Presd incorrect values. The ranges are the same as those already
400/ 'ra{j/mmHg Enter a value used in the Community Health Checks: Values outside of the

specified ranges will generate a pop up warning message
and will not allow the user to proceed.

BP Systolic: Between 30 and 300, BP Diastolic: Between 20 /
and 300, APBI: Between 0 and 10, FEV1: Between 0 and 100,
Pulse rate: 1 or more, Triglycerides: Between 0.1 and 250,
Serum Creatinine: Between 0.1 and 700, RPG: Between 0.1
and 50, OGTT: Between 0.1 and 50, Height: Between 1 and 3
(unit is m), Weight: Between 30 and 250 (unit is kg)

LDL Cholesterol, HDL / Total: Cholesterol: no negative values.
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FrontDesk - Appointment Filters & Accelerators

‘:% Appointment Filters

12l

Clinicians | Advanced Clinician Statuses Types Clinics Specials Locations
Reasons I Assigned Resources | Available Resources

. —
Available Resources [~

Show appointments for which all of the selected resources are available.

Category Resource Description
[ Equipment ECG Machine ECG Machine
[ Room Minaor Op Room Minar Op Room (treatment room &)

Code

ECG
MOP

Select None Select Al

‘:% Appointment Filters

12l

FrontDesk Appointment Filters & Accelerators

The Advanced tab now includes the option to
search by minimum and / or maximum
duration with the option to include consecutive
available appointments

Wednesday Saturday

| Clinicians | Advanced Clinician Statuses I Types I Clinics I Spesials I IW
Reasons Assigned Resources Available Resources L Advanced
Advanced @
Emergency status: [Se\ect all appointments ']
Motes Pulled status: [Se\ect all appointments ']
Comment ¢ 2 Accelerator Details ?
Weekdays: ‘ Accelerator | Clinicians I Advanced Clinician I Statuses | Types | CW-
‘ Locations | Reasons I Assigned Resources | Available Resources Advanced
Advanced Q
Emergency status: [5elect all appointments hd ]
Appointme:
app Motes Pulled status: ISeIect all appaintments 'l
Booked By: Comment contains:
Weekdays: Monday Thursday Sunday
Tuesday Friday

Select None Select All

Appaintments Cnline status: [5elect all appointments

v]

Booked By: lSeIect all appaintments

=)

[T Limit duration to minimum length of | 10
[T Limit duration to maximum length of | 20

[ Include consecutive available appointments

= minutes

+| minutes

FrontDesk Appointment Filters & Accelerators

Additional functionality has been added to the
'Filter' functionality & 'Accelerators' in the
appointment book. The following tabs have
been added :

Assigned resources (resources assigned to the
appointment slots)

Available resource (slots for which the
resources are available)

Advanced Clinician (addition of Grade and
Language filters)

Reasons

Z Accelerator Details

19 ot

| Accelerator I Clinicians I Advanced Clinician | Statuses I Types I Clinics I Spedials |
| Locations | Reasons | Assigned Resources | Available Resources Advanced

. o
Available Resources &

Show appoeintments for which all of the selected resources are available,

Category Resource Description Code
| Equipment ECG Machine ECG Machine ECG i
[ Room Minor Op Room Minor Op Room (treatment room &) MOP
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FrontDesk Report — Grade & Language

€ Appointment History ‘ ‘ Y o M

- - -

Reasons Assigned Resources Available Resources | Advanced | Patient |

Advanced Clinidan | fetatuses | Types | Clinics | Specals [ Locations |
/ Advanced Clinician Details %@

Setting these filters will further limit the list of dinicians selected on the Clinidians tab.

Gender: No filter M |

Grade: INo filter ']
Language: [Hu'igarm '1
Mo filter
Clinician Type Hungarian
Doctor

Consultant

Registrar

Nurse

Prescribing Murse

Locum

Health Care Assistant
Other Health Professional
Phlebotomist

Select None Select Al

FrontDesk Appointment History Report

Additional Clinician details may be included in the
Appointment History Report from the Advanced Clinician
Details tab e.g. Grade & Language.

[ Don't print header information Run

FrontDesk - Appointment Reasons

) Practice Details (2 [
| cinics | Resources | users | Accelerators | views [ server Totles uages FrontDeSk Appointment Reasons
Practice | Contacts | Locations | Clinicians | Shared | T | Reasons Specials
Appointment Reasons %
Lovcn e skt o inene, ooy vt wh ot Appointment reasons may be defined in Practice
- - Details | Reasons.
Travel Advice TA
Minor Surgery Ms
This is not a mandatory field and the default for all
appointments will be 'No Reason Defined".
Reasons may be added to appointments after they
o B e e e are booked or used to define appointments in Book
Maintenance / Template Editor. For free text reasons
[o] ancel .
- users may use the appointment comment box as
previously.
55) Appointment Details . - - - a [
tistory | Patient Audt | Messages FrontDesk Appointment Reasons
Appaintment | Cnidan | Resources | Other | Audt | Patient | Informaton | lerts | options | Access
Appointment Details
patert: Wre Kate Grace (T18 770) Reasons may be added to appointments
Scheduled start: 16:40 Thursday 19 February 2015 (Dr Bruce Dickine | Change Time
after they are booked. For free text reasons
Status: Scheduled f y . f
ouration: o= users may use the appointment comment
Embarg [not embargoed x] [JEmbargois iniolate box as previous[y.
Web booking possible unti: | Not bookable aver the web ][] apply embargo to Appointments Oniine
Type: [Consultzhon v] [ suppress appointment type confirmation
I Location: {MalnSurgery v} Reply Details Reasons may be added to define
Clinic: Not a dinic - . . .
| — e 9 appointments in Book Maintenance /
St Conme Template Editor.
Reasaon: INo reason supplied =
| . No rE supplied I =
Minar Surgery | ®
I
we [ o | [onm )
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Appointments - Dr Bruce Dickinson - SINGLE: Tomorrow
BD-SINGLE: Tomorrow |DOCTDRS'.Tomorrow | NURSES: Tomorrow | OVERV'LEW‘.Tomorrawl FI’OﬂtDesk
Time Where Description Status Duration Type Special Reason H Appointment
Reasons
2:30 PM #IMrs Alicia Bradford: Scheduled 20 mins Minor Surgery
2:40 PM XXX NOT AVAILABLE: 10 mins A new Column is
0P B 0
visible in the
320 PM [WEB]: 10 mins H
330 PM [WEB]: 10 mins AppOIntments
Book
FrontDesk - Resource Details
'Z| Resource Details m‘
Resource FrontDesk Resource Details
Resource
Resources are attributes that can be optionally at‘la:_jhed to any appointment. They Resources for use In the practlce can be deflned and
are intended to show any requirements for the appointment, such as equipment, a
jcul, , or th f ith fic skill —usuall i
e O PO iy specfic sl —usualy allocated to an appointment or a slot. Resources are
ooy e defined in Practice Details | Resources.
B EJ ent
Mame: Room
- External person ;
e Otrer Each resource must be entered separately (for example if
) . there are 3 Blood Pressure Monitors then enter BP1, BP2,
Besq 77| Resource Details Z BP3)
Lead Resource
Lead =
Resource There are four types of resource: Equipment, Room,
Restr) | | R, tiributes that can be optionally attached to intment. Th
are:?#gec:dsezrioashéu\?arfy r:quf:m;otspf:rn;: aappoinznent,agzgpgggqui::nent,? EXternal perSOH and Other-
L particular room, or the presence of a person with a specific skil — usually
external/non-practice staff such as an interpreter.
Categery: To set up a new resource: Click 'New' - Select a category
Hame: ECG Machine from the drop down list - Give the resource a code and a
Code: Ece description - Define 'Lead in / Lead out ' times if
Desaription: ECG Machine appropriate (i.e. time when the resource is not available
leadin time (min): 5 = due to cleaning / transport etc.
Lead out time (min): 5 %
Restrictions: Prevent overlapping resource use hd
Prevent overlapping resource use
Allow all users to book overlapping use
Allow specified users to book overlapping use X
i)

FrontDesk Resource Details

Select a Restrictions category from the dropdown list. Resources may be set to the following restrictions (includes
the lead in/out time which may mean a resource may not be used for consecutive appointments):

'Prevent overlapping bookings' - no overlapping allowed by any user.

‘Allow all users to book overlapping use' - no restrictions on booking appointments with this resource but a
warning will be given on an individual slot / appointment basis, when multiple editing of slots the resource tab will

not be displayed.

'Allow specified users to book overlapping use' - only users with Security option 'Resource Override' can book

appointments which overlap the use of this resource.
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FrontDesk Resource Details

Resources may be allocated to a slot in Template Editor or Book Maintenance or to an appointment at the time of
booking or afterwards (to allocate at the time of booking ensure user Options | Display Details no: 54 is enabled).

If an attempt is made to allocate a resource that has already been allocated a warning message will be shown
describing where the resource is has been allocated.

Warning &J

ECG Machine is not available for this slot. It has already been reserved for use in the following appointment(s):
Murse Mary, 15:00 Thu 19 Feb 2015

Overlapping resources will not be checked across different templates until these are copied into the book. If
appropriate a warning will be given when the appointment book has been made up if slots have not be copied into
the book due to overlapping resource use or if overlapping use is allowed an option will be given as to whether the
operation should proceed.

Resource allocation can only be edited on an individual slot / appointment basis, when multiple editing of slots the
resource tab will not be displayed.

FrontDesk Reports

Resource

Availability There are 3 new reports designed to manage the new Resources functionality:

Resource Availability, Resource Conflicts and Resource Utilisation.

Rezource

Conflicts These reports may be configured to suit the users’ requirements and all the reports include

the option to include appointments/slots without any assigned resources.

Resource
LItlisation
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FrontDesk - Further location details
5 Appointment Details [ ] ™ B . . 3 - [ fomim]

L e Appointment Details | Further location details
Other Details

Consulting dinician:

- e s A free text box has been added under Appointment
soskng v Details | Other to record ‘Further location details’.

Date last updated: Friday 10 April 2015 13:11:44 by Practice Manager

Date comment last updated: Not Joint
Joint appointments:

Patient arrival time:

Consultation start time: [ Appointment is an emergency

Actual duration: [ totes have been pulled

Finished time: [~ Reminder has been issued to patient I
Call number:

Other attendees:

Further location detals: Urlock

e [0 ] e

FrontDesk — Highlight booking overrides in Appointment Book

Vﬂ User Details - Practice Manager M1
| Alerts | Prompts | Categorisation | _Application Shortcuts | Tools | User Interface ‘ User Details I Display

| User | Printers I Login | Options | Display ‘ Security I Accelerators I Views I Messages ‘
Display Options ) ) )
— _ A new user option has been added (Display Details 64)

[ 4. Display NHS Number in appeintment description -

[E] 47. Alow muitpie active consuations 'Highlight booking overrides in Appointment Book'.

[ 48. Do not display warning about previous DNAs when booking or consulting appaintments

[] 49. Do not load the patient notes when starting a consultation

[] 50, Do not display prompts when patient arrives

[] 51. Do not automatically print a call ticket when a patient arrives

52. Show appointment booking details in status bar

[ 53. Show consultation overrun warning

[ 54. Load appeintment details on successful booking

55. Display the same date on all views

D 56. Show registration categories for inactive patients in appointment description
[ 57. Show extended patient details in appointment tooltip under column view . .
I [] s8. Display count of patients waiting in appointment banner APPOIn tment Detalls = Other
59, Disable the copying of appointment details to the dipboard w
[ &0, Display 3rd available appointment in appeintment banner
[] &1. Do not display date ranges in appeintment banner

m,

— e S e e — When this option is enabled a 'Star' icon will
Lo riightbokng ovenes n opomment ook ) - appear to the left of the patient name any time
a warning message has been overridden /
— — — acknowledged (for example default duration
230 PM override, booking embargo override, patient

offered joint appointment).

I Asthma Clinic: Mrs Jake Loftus:

3:00 PVl 000 NOT AVAILABLE:
310 PM XXX NOT AVAILABLE:
3:20 PM
3:30 PM

5] Appointment Details -2 ot
I Hstory [ Petient Augi [ Hessages | Appointment Details - Other

Appointment | Clinidan | Resources | Other | audt | Patient | Informaton | Alerts | options | Access

Other Details

Consuling dir: There is a field in Appointment Details | Other
ﬁ . 'Booking override which lists all overrides which
Date last updated:

Monday 13 Apr 2015 12:22:10 by Practice Manager are also shown in a too/tip.

Hot Joint

Date comment last updated:
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FrontDesk — Booking Overrides Report

Ii‘—_l

Booking
Cwerri...

t Booking Overrides

Rey

[EZ Bocking Overrides Report ‘ o &Iéj
< - -
Logftions | m igned Resources I Available Resources I Advanced | Patient |

inicians I Advanced Clinician I Statuses | Types | Clinics I Spedials |

Booking Overrides || |

Select booking overrides
[T Retrospective booking [ Patient default duration used
[C1Embarge overridden [ Patient default duration not used
"] 5queezed appointment ] pefault patient duration overridden
|| Bookings made for multiple locations [~] Appointment type defsult duration used
[ 30int appointments offered [] Appointment type default duration not used
[ Surgery location different to registered surgery [ slot duration overridden
|:| Registration category warning |:| Overlaps other appointments
[ DA warning [T Overlaps ather appointments of the same type
[] Appointment type booking alert [ Patient default duration noted
[ Clinic booking alert [ Retrospective home visit
[ Patient booking alert [C] Future home visit

[ ] Multiple home visits booked for same day

Select Al Select None

[] other appointments exist

[ Don't print header information

Weekly detailed appointments view added to Year Planner

FrontDesk - Booking Overrides Report

A new report has been added to the Reports
module to report on the rules and restrictions that
have been overridden when booking
appointments (for example Embargo overridden,
DNA warning and many more). The report is
configurable by selecting from the 'Booking
Overrides' tab.

All the normal filters such as Clinician, Advanced
Clinician, and Appointment Types etc: are
available for this report.

FrontDesk — Weekly detailed
Appointments

A detailed view of weekly

BH] Year Planner Tools
Clinicians |Everyone - == == F

g W [ 8 =
Locations  Main Surgery - = -

Show  Show New Manage New Current

€« 09 @ Global Al - Group | View

Selection Filter Events Clinicians Print
Week Planner - Week: 17 ointments and 'Away' events)
Clinicians 2015 | apr 20f | Weak:lnmﬂ
lobal M MEHM—J Tue 21/04/2015 Wed 22/04/2015 Thu 23/04/2015 Fri 24/04/2015
[ or Bruce Dickinson Dﬂ
Dr Clive Burr 08:00
Dr Sally Harris Dr Sally Harris
[ or bebbie Murray 05:00 . .
O or Adrian Smith 00
Murse Mary —
[ nurse Helen 11:00 —
O Hea penny 0 =
O rhiebotomist —
[ miduife 13:00

i | | | | —]

appointment slots per clinician has
been added as a separate tab to
the Year Planner. Normal opening
hours for the practice can be set in
Practice Details | Opening hours.
This setting affects the display in
this view but does not restrict the
slots that can be made up in the

book.

The 'Week' tab shows all
slots/appointments and away
events in the same view. The
clinicians are colour coded as per
the year planner and booked
appointments display in a darker
shade. When space allows the
clinician's name displays.
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Book recurring appointments

DeglgE-"0gWd - aaent & | MmNy

BMJ | Appointment Book | Consultations  Tools FrontDesk — Book recurring appointments

92  Murse Mary - F A 7 ’__rg‘ai‘l 7 ,L

Fri 22 May 2015 - F S = | (B % ﬁ

P T .= - ) Book | Cancel Squeeze Ho_me Book . . .

o . e d--fl; : il New functionality has been added to Book Recurring
e e e SINGL[E\“S PTe——— Appointments i.e. schedule multiple appointments.
NH-SINGLE: Todzy | DOCTORS: Today | NJASES: Today | OVERVIEV: Taday| Select 'Book Recurring Appointments' from the Book
T drop down menu in the Appointment Book
4:30 PM

L
Beok Recurring Appeintments - Appointment requirements

FrontDesk — Book recurring
Patient: Idrz Elaine Frank appOintmentS

First appointrent: Dr Bruce Dickingon, Friday 22 May 2015 7:10 P

f/ Fecuring every 3 = \ Select a patient, the '‘Book
d . .
Days ta lock back: 1 2 ﬁh| Recurring Appointments —

1 z Appointment Requirements’
= screen will be displayed giving
Lirnit appaittments to selected clinician the Optlon to schedule the

k [ Use this patient's default duratian J CIPPOIntm ents.

MHote: Appointrments will be selected according to the filter that iz curently applied to the appointment bool.

Days to look ahead:

Appointments required: 3

‘Recurring every’: select from

& ~ . ’
Book Recurring Appeintments - Book appointments . day(S) or Week(s)

ﬁck on 'Book' to go ahead and book theze appointments, or gelect an appmtment to change it.
Required Date/Time Selected Appointment

Fri 22 May 2015 [17:40] Nurse Mary, Friday 22 May 2015 5:40 PM
Fri 12 Jun 2015 [17:40] Murse Mary, Friday 12 June 2015 5:40 PM
Fri 03 Jul 2015 [17:40] Murse Mary, Friday 3 July 2015 5:40 PM

‘Days to look back’ and ‘Days
to look ahead’ may be
specified.

The default is to ‘Limit
I appointments to the selected
clinician’. NOTE this must be

Double click to replace the selected appointment with this appaintment. Required datetime: Fri 22 May 2015 [17:40]

Available appointments - UntICkEd to GIIOW
Nurse Mary, Thursday 21 May 2015 8:30 AM E i i

Murse Mary, Thursday 21 May 2015 8:40 AM |:| appOIntm ents Wlth Other
Murse Mary, Thursday 21 May 2015 &:50 AM AT

Nurse Mary, Thursday 21 May 2015 9:00 AM ClInICIanS to be Offered'
Nurse Mary, Thursday 21 May 2015 9:10 AM
Murse Mary, Thursday 21 May 2015 9:20 AM
Murse Mary, Thursday 21 May 2015 9:30 AM

Nurse Mary, Thursday 21 May 2015 9:40 AM /| . . ]
Murse Mary, Thursday 21 May 2015 9:50 AM Use th's pat'ent s defGUIt
Murse Mary, Thursday 21 May 2015 10:10 AM i 7 H

Murse Mary, Thursday 21 May 2015 10:20 AM duratlon IS untICked by
Nurse Mary, Thursday 21 May 2015 10:30 AM default

MNurse Mary, Thursday 21 May 2015 10:40 AM
Mires Mary_ Thuredaw 21 Maw 2115 1050 &M

| Back | Fiish ][ Cancel

r -
Information [&J

The following appointments were successfully beoked for Mrs Elaine Frank:
Murse Mary, Friday 22 May 2015 5:40 PM
Murse Mary, Friday 12 June 2015 5:40 PM

FrontDesk — Book recurring appointments

L The above screen will give the user the option to
| change the offered appointments individually from a
list of available appointments. If no appointments are
- available within the parameters set then none will be
offered.
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ECASS Trial

1| System Settings P |

Settings |Sar:ur|ty |Co ur Schemes | Active List | Message Templates IScheduIad Messages |Labels IFuI\ Backup | o]k

System Settings H

—_=

Settings

Debug level:

Number of days to store Instant Messages and System Messages:
Transport mechanism for Instant Messages:

Read code to add when recording instant messages to patient notes:
Send error report emails to this address:

Remote support tool: Primary

i [re] =z
gl e ||z
5 Nig
2 ~
4 4 4

Preferred GP to refer to (changes applied at next synchronisation):

Generate audit trail entries with these importances:

[AJI, except messages -

=

Participating in ECASS Trial (NOTE: Only enable under supervision from the ECASS trial team

H
~

Cancel

ECASS Trial

There is a switch in System Settings to enable a
practice to participate in ECASS Trial.

For participating practices each time the eRAT
Oesophago-gastric Calculator is used an entry will
be saved into Clinical Events (visible only when local
codes are enabled), each time the calculator is
used.

The additional data will not be pushed back into the
clinical system. Only the score and symptoms as
previously.

BM) § sudit | Tools
;’ Display Flowchart [E']
¥ Export Rulesets
Prev. Next Settings Cue Details Motes Exclude Data Run ECASS Trial
Card Report &G Export to Excel Report
Analysis Audit Patient Output

ECASS Trial Report

There is a reporting option ‘ECASS Trial

Il L
Macmillan Cancer Decision Support Patients - Oesophago-gast|| Ru"theECASST"E‘REPUFtI

| Status I Targets | Trends | Reports | Lung Cancer (non-smokers) | Lung Cancer (smokers) | Colorectal Cancer | Colorectal Cancer aged over 70 ‘ Oesophal

Report’ from the Audit or Standard

Statistical Reports page.

|First Name Last Name Date of Birth Prefer..  V.LOW Low MED HIGH

BHJ l Reports Tools

Save To File Save To HTML Delete B
&, Large lcons

Save To Word Save To E-Mail r%j Printer Setup | |Statistical Reports -

Run  Print Schedule  Customise 555 Details
Save To Excel Save To Clipboard A Printer Font =

Configuration Categories View

Standard Statistical Reports

—

ECASS Trial Report G&

This report will show the details of all instances of the use of the Macmillan Oesophagogastric Cancer
Risk Calculator over the specified period.

Start date: 01 April

Ustom ieduie TOCESSE
s
= I B O ¢ e & B

3rd Avallable  Advanced  Age Analysis  Appointment  Appointment  Appointment Appointments  Attendance Booking Booking Lead Clinician ECASS Trial

Appointment Access Audit Regularity  TypePlanning Online Status Analysis Activi,.. Time Workload
r ~
4l ECASS Trial Report [ 2 [

[ Report | ECASS Trial Report

The report will show the details of all instances of the
use of the Risk Calculator over a specified period.

End date: April

"] Don't print header information
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Useful Contact Details
If you require any assistance with the upgrade process, please contact Support:

0845 680 1898 (Option 2)

Lines open from 8.00am to 5:30pm Monday to Friday
(closed on Bank Holidays in England)

informaticasupport@bmjgroup.com

Please provide a contact name and number, practice
NHS National code *and* a ‘Reply to’ email address
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